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The Modeling Problem in Emerging ICT

* Theorems need definitions;
formal verification needs modeling

ERATo
MMSD

Emerging ICT

Conventional ICT
ven Cyber-Physical Systems Statistical Al Systems
SYRIGINS

" NEURAL NETWORK
They operate following  E.g. automated driving cars [} They decide using matrices

a logical recipe (= program) « Physical components? learned from big data

Programs are Other cars? Pedestrians? * Those matrices are too big

mathematical models and fragile for logical analysis




Hasuo (NIl, Tokyo)

Use of Logic—Bottom Up or Top Down?

Bottom Up

ultimate
claim

logical
derivation

Conventional use of logic

v/ Start from basic & unquestionable facts, and
build up unquestionable facts

X Basic facts are often not available
(e.g. models are rare for cyber-physical systems)

X The ultimate claim is far, far away
X Zero value in incomplete proofs

Top Down ultimate

claim

leftover

X The ultimate claim’s validity is only conditional

v/ Scalable, best-effort
(Dig as deep as the budget runs)

v/ Connects smoothly with statistical methods

v/ Handles black- & gray-box models
(Test or runtime-monitor leftover assumptions)

V' Logical explainability and traceability.

“Logical safeguard”
13
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9.1 crashes
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Proof.
I We prove the first statement. The rest is shown symn
Let S C L be an arbitrary subset. We let S* be th
that is,

St == {yeL|yC s for each s €

Since S* C L is a subset of L, it has its supremum |

semilattice (L,C). We claim that | | S* is the infimumr
To prove the claim, it suffices to show the two-way

acterization in that is, we need to show

yCs foreachse S
yC s

For the downward implication in ?7,

yCs foreachse S
= yes by def. of §*
= gyC| st since | | S* is an u

For the upward implication in 7?7, we first observe

| |S*C s foreachseS.

18



2%

19



Responsibility-Sensitive Safety
(BEERANMB RS2, RSS)

[Shalev-Shwartz et al., arXiv preprint, 2017]

RE (L—ritispirs)
HZEMN RSS IL—IL % &£® |3 RSS JIL—IL %
FALIL,
BRI E AL

20



Responsibility-Sensitive Safety
(EERMBELELHH, RSS)

[Shalev-Shwartz et al., arXiv preprint, 2017]

R (st =metmsm %$ (L —LBRHEE)
YRSS /L—JL I RSS/L—IL %
BBV (2 A Chath S
FEIEZT AW

FEHZEEEEFEA

EMT X,

HF HRERR A IR A S AT B L

TR FHII- AR = EEAES R

JL— L ETFRIE -
—RBEXRGIRED & 5 7=,
o HERIZZEH crmn, mruen zmmE)
tLT% ETBICELI-HE
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RSS JL— ;bd)f’ﬂl
—HRREIAMEEEF Y FICHB T3 EREEDI-HDIL—IL

[Shalev-Shwartz et al., arXiv preprint, 2017]

RSS 1!:!: Carrear Carfront
SRIEERE & ) »
o 1 ('Ur +p amax,accel)2 v?
Gaisni =" |05 it éamax,accel p2 7t 2amin,brake - 2amax,brake]
LIEHRT 2L

Bt &S (proper response) :
FEERSS M DERDNFR INBIH5E,
RISEE o LARIZ BoRE aminprake CZ L—F T 52 L

S = A
RSS SN ETH B REH SBEIRISEETTNIE, HRIEFE LA




Responsibility-Sensitive Safety Y
(BERMBIREH, RSS) S

[Shalev-Shwartz et al., arXiv preprint, 2017]
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HADKRE :
RSS SFBED [k | (T & B RSS )L —IIL DRI EF

GA-RSS (SEIDER)

RSS :......ol...\\._...;A...... |
Responsibility-Sensitive Safety 1R 7 AT 7 LiwE dFHL Goal-Aware

(SERIDKE)

inv: A=>enw~0 ear>0Aenw~0=>Lizrsein=0
var: A= ewa>0 ea>0Aceinw~0=>Litevar < e
ter: A= e <0 e >20A€n ~0=>Ligere <0

{A} dwhile (evar > 0) X =f {evar = 0 A€y ~ 0} : €inv ~0Aeyar >0

(BEERAMNALZEHE
[Shalev-Shwartz et al., arXiv, 2017]
o HEIIL—ILDOEXRNFER
- ERERRgCDEE

(IEEE 2846)
 EHMAIFUFIIHTBIL—
IWVIRTE - SERRFE TR E H
- FFIC, EEEEUANADEBIAN

DI BEFH L

Responsibility-Sensitive Safety
[Hasuo+, IEEE T-1V, 2023]
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AERR DAL & 17

JEFC X HISIERD
HEE RV TEL)

= <)

VvSVBrake = vSVCruise - tBrake x aBrakeMin
{ k,"” -aBrakeMin tBrake + vSVInit
A,
t
s xSVBrake = xSVCruise + Integrate[vSVCruise - t xaBrakeMin, {t, 0, tBrake}]
{ na, aBrakeMin tBrake? . . . .
t e + tBrake vSVInit + (-tBrake + timeLaneChg) vSVInit + xSVInit
? Fig. 13: +
>-< replacing xSVFinal = xSVBrake
not expli VSVFinal = vSVBrake
A . presented
& aBrakeMin tBrake? ) X . .
S + tBrake vSVInit + (-tBrake + timeLaneChg) vSVInit + xSVInit

-aBrakeMin tBrake + vSVInit

Equal ee postcond

2
abrakelin tbrake” _ tgrake vSVINit - (-tBrake + timeLaneChg) vSVInit - xSVInit + xTgt _aBrakeMin tBrake + vSVInit

-aBrakeMin tBrake + vSVInit - 2 aBrakeMin

e HoHhLORE--/-ZIEAEE L
= Y 72 PR\ igj:ﬁlZ_%E JT\

PY —— 7k o_\ \

j(% \(;i&:r_/\ d C\.’_75 ) ’ EJ_.EEﬂ@%XT Y/ 70% HEL ( rna?j:ﬁ J )

FEﬁl%Z_)P—g_L\ = .

h . _ e FFFHDIELEDF vy IH
© BDSor Ak S Y7 b7 =7 (proof checker)

F v - BNTHERE - s

Z&Yr[ge



Differential program logic dFHL e

* Hoare logic
+ ODEs (dwhile)
+ “safety condition”

n A
Ond\,‘. \O . \0(\
pos-‘\;(\;e eﬂ d Of G\\ \‘\J 00(\6\\"(\0 \).\' d\\
(wrue att AL “\(0\)%
i

* Reasoning about ODESs via
differential invariants (barrier cert.) and
ranking/Lyapunov functions

* Theoretically not so much different from
Platzer’s dL.
Simplified, aiding proof engineers

MMSD

Def. (dFHL programs)
a,f = skip|a;B|xz:=el|if(A)aelses |
while (A) a | dwhile (A) {x =1 }.

Def. (dFHL rules)

(A} o {B}:S  {B) B {C}:S
S
A} aif {C}: S (EQ)
A= A
(A} « {B}:S' S'AB =B
S’ = S
{A} o {B}: S (LIMP)

inVZ A = Einv Y 0 Evar Z O /\ Einy 0 = »Cx:f €inv ~ 0
var: A = eyar >0 ewar >0ANEN~0= £>’c:f evar < Erer

ter: A=c€wer <0 ey >0AEn ~0=Lsi—rew <0
(DWH)'

{A} dwhile(eyar > 0)%X =f {evar = 0 A €iny ~ 0} : €iny ~ 0 A eyar >0

Hasuo (NII) 27




Compositional Rule Derivation i

MMSD
 We shall derive

Goal:
stop here

ytgt

(A} o {B}: S

for the following given data
* B is the goal: “stoping on the shoulder at y

* S is the safety: “no collision,” or better
“securing RSS distance from every other car”

SOV * We shall identify
@ @sv e & as an RSS proper response:

“executing o will safely achieve the goal”

* A as an RSS condition:
ones, Lanez Lane “when A is true, B and S are guaranteed by
executing o” Hasuo (NIl) 28




ompositional Rule Derivation

(1) Decompose the scenario into subscenarios,
each of which has clearer focuses and goals

ERNTE
MMSD

scenario §

subscenario s

subscenario §@ subscenario & subscenario S®

» Ny
G0a|11k11:d. t : Goalyq4: : Goalyy: ‘- :
* Mmake distance .
from POVA & 2 . + change to Lane 2 . change to Lane 3 . - stop at y -
+ match speed . . ‘ Safe..- - . Q .
i Safe;yq: Q areyy: Q
with POV2 : : ke1é1p away <= . L‘eepsz’)"% c: : o:
m - rom - n -
- p— from POV2 & 3 - Env..: — - d )
Safe1111 POV3 Env111- ﬁ POV3 A 1 POV3 = SV POV3
 keep away ﬂ « SV is between ﬁ * SVis between ﬁ B . ﬁ 'ﬁz ﬁ
from POV3 POV2 & 1 POV2 &1 ﬁsv .
\J
| A ﬁsv .IIIIIIIIIIIIII
subscenario 73111 ﬂ § || subscenario 7344 ’ subscenario 734 E subscenario 73 P‘fﬁ
(merge before POV1) (merge before POV1) (merge before POV1)

Lane3 Lane2 Lane1

Lane3 Lane2 Lane1
(shouider) (shoulder)

| ]
L4

my
l1211: . .
?021;2; distance - Goalyz: Goaly,: -
from POV1 : « change to Lane 2 - change to Lane 3 :
. treduce speed : Safm: = Sae :
O Unmin : + keep away from * keep away Q =
~ POV1 &3 from POV1 L}
ﬁ Envy,q: Envy,: Pﬁ
+ keep away Py + SVis after + SVis after o

from POV3

subscenario 73,14

(merge after POV1) ) (merge after POV1) Hasuo (NII) 29
(shoulder) (shouider) (shoulder)

subscenario 73, 5 subscenario 73, K
(merge after POV1) )




scenario §
subscenario s

‘IIIIIIIIIIIIIIII.

. .
a SS proper | .
" response u
| | | ]
| |

= ¥11111 -
n \ ]
= ®1111,2 -
] .

n m POV2
- *1111,3 ﬂ Pova
. :

u A1111,4

.

'llllllllllllll
subscenario 73111 58
(merge before POV1)

uuuuuuuuuu

‘IIIIIIIIIIIIIIII.

SS proper |
response

\ 4

12111

X1211,2

) ""mEmmmEm?

®1211,3

I EEEEEEEEEEENN

A1211,4

.IIIIIIIIIIIIII
subscenario 73,11 |
(merge after POV1) )

‘IIIIEI‘IIIIII-

for each subscenario

subscenario §@

‘IIIIIIIIIIIIIIII.

L'

| ]

subscen. .

| |

proper .

response -

| |

1111 -
ﬁ Pﬁ POV3
.llllllllllllll ﬁs‘/

subscenario 7311 H
(merge before POV1)

nnnnnnnnnn

‘IIIIIIIIIIIIIIII.

.
[ .
= subscen. .
"  proper .
= response =
‘l | |
T Q1211 S
: ﬁ ﬁ POV3
|
: POV1 i
\J
YpEEEEEEEEEEEESN
subscenario 73,4 5
(merge after POV1)

eEEEmiEEEEEEE W

eEEEmiNEEEEEE W

uuuuuuuuuu

subscenario §®

Compositional Rule Derivation

(2) Devise subscenario proper responses

ERNTE
MMSD

{AY a {B): S

subscenario §®

‘IIIIIIIIIIIIIIII.

YpEEEEEEEEEEEEEN
subscenario 734 A
(merge before POV1)

‘IIIIIIIIIIIIIIII.

L
| ]
subscen. .
proper -
| |
response -
| |
@121 o
H 3

.lllllllllllllll
subscenario 73, .
(merge after POV1) )

L Y
| |
subscen. .
proper -
response .
| |
11,1 B
ﬂ POV2

‘IIIIIIIIIIIIIIII.

subscen.
proper
response

IEEEEEERY

a1

ﬂs" POV2 "63

YpEEEEEEEEEEEER

subscenario 73

¢ EEEEFNFEEENEENENY

POV1

aaaaaaaaaa

Hasuo (NII) 30



Compositional Rule Derivation

(3) Backpropagate pre/postconditions,
leading to the scenario-wide precondition

ERATOo
MMSD

' 4

(A} a {B): S

Goal
) 1111 Goa|111 Goal
rSeSspt)gﬁFs)gr ‘ 111,111 subscen. AAi111 subscen. A11 subscen.
proper ’ proper NAq, proper
A11111111 a1111,1 Jl response Jl response response Goal,
A1111,1112 Q11112 1111 11,1 “ 1,1
' A111,111
A1111,1113 a“;“ : : Safeqyy Aiu : Safeq A1 : Safey
A1111,1114 i . , '
’ A Env A Env
. Safeq44 "1 11 ” N Env;
NENVy 44
Goal
Goal 12
1211 Goal /\A
SS 121 1,1
proper N A121’111 subscen. AA subscen. (
y ;esponse proper 12,11 proper Use
1211,1111 1211,1 U response U response
A1211,1112 12112 | 1211 @121 {A} a {B}: S {B} B {C}:S (SEQ)
A EQ
A a;211,3 121,111 A . Al «o; c}: S
15111,1113 Ciorin : Safem 12,11 : Safe12 { } B { }
1211,1114
: Safe o A Envyy; AN ENvy,

Hasuo (NII) 31
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A DR (Hasuo+, IEEE T-Iv, 2023] D B Ex

i DAZILIC & > T RSS D ERERE%E X E <LK
ﬂ%iﬂ’] R T VFDLEL 2h/N— > FENHEERRAAN

FERRDFE R & 137

FERS =L RIEERA 7= ETL)

B spnzzenms RTE (v—num=pre
ZBEARSS L—IL % KHE|LRSS IL—IL %

(e RVyTEL) (avea—%ETEL)

ST, T3,
FEIIE XA WD =

w/‘ 9

— © BOHLBRESLEATEE
= 2 S
B (zetrm) . KB RTA—TER = 8RR T

= o HROERT v 7EER ([RBSH#H] )
ERIFEE A0 e A . HHOELIDF v oH

=4 gy i Y7 b7 =7 (proof checker)
Frvy - EHEEH IZ& Y ATRE

« RSS d)jlj—;fgﬁ (£ [Shalev-Shwartz et al., arXiv, 2017]) & ° [Hasuo+, |[EEE T-1V, 2023] @Erﬁk :
BEEN, ?E*Eﬁl_ii‘/ﬂ")ﬂ“t X$ LT
ST = R MR SRR A b - 72 ST ELEMHEDIRZ TET 5 il
Lo THEHMAETRY Y FIEAEAD o NEIBIBICK BDEEH, HIZEZERDRIE, -
[RE SN T ULz e . ->ft§)=1~1t7§~t*§"ﬁ7§~‘/ﬂ")ﬂ‘€'ﬁ/*‘—

. RSS DAKERN » HHEEOHLDE, FIFLER
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Hasuo (NIl, Tokyo)

Use of Logic—Bottom Up or Top Down?

(2289 &L TD ultimate

Bottom Up
claim

RSS Z£I)L—JL claim

logical
derivation

leftover

_ _ X The ultimate claim’s validity is only conditional
Conventional use of logic
_ _ v Scalable, best-effort
v Stgrt from basic & unquestionable facts, and (Dig as deep as the budget runs)
build up unquestionable facts

_ _ v/ Connects smoothly with statistical methods
X Basic facts are often not available

(e.g. models are rare for cyber-physical systems) v Handles black- & gray-box models |
(Test or runtime-monitor leftover assumptions)

X The ultimate claim is far, far away _ _ - N
o V' Logical explainability and traceability.
X Zero value in incomplete proofs “Logical safeguard”
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Mathematical safety model |edit]

In 2017, Mobileye published a mathematical model for automated vehicle safety which is called "Responsibility-
Sensitive Safety (RSS)".["12! It is under standardization at IEEE Standards Association as "IEEE P2846: A Formal Model

“Self-driving car,” Wikipedia
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IE E E SA STANDARDS
ASSOCIATION
Standards Products & Programs Focuses Get Involved

IEEE 2846-2022

IEEE Standard for Assumptions in Safe
Models for Automated Driving Syste
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Safety Guarantee for Automated Driving

Regulation/Standardization Body

via Logical Safety Rules and Mathematical Proofs

N . )
? “I'm safe since | respect
the safety rules Ry, Ry, -+

o

’.'..\ J\ ‘I'm safe since | respect }

“I'm safe since | respect
the safety rules Ry, Ry, -- }

& . the safety rules Ry, Ry, -

- Decompose safety (a complex goal) into

logical safety rules (explicit, easy to check and enforce)
« “Ultimate assurance” in the form of mathematical proofs.

Safety Rule R;

Logical explanation by following their reasoning steps

« Safety rules are generic and reusable
- regulation, standard = social acceptance

« Attribution of liabilities

(collision = someone must have broken the rules)

In the same-/ane same-direction driving scenario,
« Maintain the safety distance

2 2
(UT + P amax,accel) Uf
2amin,brake 2amax,brake

1
dmin = |ve-p+ iamax,accel P2 +

from the preceding car
« When that’s hard, brake at acceleration a,,, prake

Theorem (Safety)

There is no collision attributed to the ego vehicle
as long as the safety rule R, is respected

Proof :
roo :
of th e The only non-obvious point is that e, 2 is preserved by the
dynamics. We first observe
. _Jo if dRSS4(vy, v p—1t) >0
safety thm.) ©-o {0 ald
L]
where dRSS (v, vy, p) is given by
5 2 2
amaxp® | (vr + amaxp)?  VF
dRSS = } t - .
#lipvnp) = vept B 2bua

Therefore, we can infer as follows.
dRSS 4 (vg, v, p—1t) <0

2
= vp—t)+ amnx({; ) +
(@ + amaxlp —1)* v <0
2bmin 2bmax
.
. .
.
.
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SV (subject vehicle) POV (principal other vehicle)
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SV (subject vehicle) POV (principal other vehicle)
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[Shalev-Shwartz et al., arXiv preprint, 2017]
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1 Advanced 1§ Decision

i Controller 3 Module

i

e __ (Dm) Plant

/ =

AN

Baseline
Controller 3
(B_C) v

Phan et al., ACSD’17

s BT —FTIF¥
- AC BEXR) HMIMHEREZEXK
« BC (Z2X%) ILXeMEDHA%EENK
« Decision module (DM) Am&E %Y &z
(Gl m>7-5BC %fES5)
e« RSSIL—IHVU-7-VIFF 3
- AC: BiFav ta—7
- BC: BYIRZEIT
« DM : RSS &N RILT 5 HEfR.
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AC: ZE2R7% L

AC+RSS :

E%T?Eﬁ?% [Shalev-Shwartz et al., arXiv, 2017] @D
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L TE&E

GERERAY (- &7 22 [m] %)
AC+RSSCA :

4 Hasuo+, IEEET-IV] D RSS JL—IL %
TEIVyRNO—7¢ L TEE
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AC [XIZETHL (BRAEYAR)
AC+RSS |ZEBICEHETE T
AC+RSSCA (3 REARIFREF T
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Zett s BEER (BBEEL)
M5 = £

l sV

I POVs

I Unsafe
RSS
Target

[ State of SV:
Position:
Lane: 1
y: 0.00
Velocity: 14.00

| Controller: AC

Bl SV (ACQ)
SV (BC)

Il POVs

I Unsafe
RSS
Target

State of SV:
Position:
Lane: 1
y: 0.00
Velocity: 14.00
Controller: BC

AC

E| AC tries to merge
in front of POV 1...

B SV (AC)
SV (BC)

Il POVs

B Unsafe
RSS
Target

State of SV:
Position:
Lane: 1
y: 0.00

Velocity: 14.00
Controller: AC |

I SV is trying to merge

AC+RSS

AC+RSSCA
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AC: Z&XR7% L
AC+RSS :
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EORITERL TEEBEEL
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m SV
Il POVs

I Unsafe

RSS

Target

State of SV:
Position:
Lane: 1
y: 0.00
Velocity: 12.00
Controller: AC

SV slows down to

merge behind POV 1

SV (AQ)
SV (BC)

Il POVs

I Unsafe

RSS
Target

State of SV:
Position:
Lane: 1
y: 0.00
Velocity: 12.00

| Controller: BC

SV slows down to

merge behind POV 1

B SV (AC)
SV (BC)

Il POVs

Bl Unsafe
RSS
Target

State of SV:
Position:
Lane: 1
y: 0.00
Velocity: 12.00
Controller: AC

SV engages a bold
manoeuvre to
overtake POV 1
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[Hasuo et al., IEEE Trans. Intell. Vehicles, 2023]
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* Theorems need definitions; B EICT s,
formal verification needs modeling 73 %, 5@5@#@ N
\ 'H-§5

Conventional ICT
Systems

" NEURAL NETWORK
They operate following  E.g. automated driving cars * They decide using matrices

a logical recipe (= program) . Physical components? learned from big data

Programs are Other cars? Pedestrians? * Those matrices are too big

mathematical models to logically analyze




Software Science for Accountable ICT

Three Communities

understanding
problems

solving
problems

identifying
problems

mathematical «— formal — software
> verification » engineering

semantics

LICS POPL CAV FM ICSE, ASE, FSE, ...

» 5

Accountability of
real -world ICT systems

gsaa ﬂu =

54



Software Science for Accountable ICT

Centrifugal Developments, Widening Gaps

understanding
problems

solving
problems

identifying
problems

Accountability of
real-world ICT systems

= [ O >

mathematical formal software

semantics verification

engineering

»

LICS CAV FM ICSE, ASE, FSE, ...

gaps are widening

» 30 years ago, big CS labs used to accommodated
both theoretical and practical research
* Now this is very rare 55



Software Science for Accountable ICT

Time to Reunite

Reunion

understanding solving identifying
problems problems problems

mathematical formal so_ftwar_e
semantics verification engineering

Our preliminary results:
* (Good for application * automated driving
* Good for theory, too * compositional model
checking

Accountability of
real -world ICT systems

gsas _8‘1 =

56
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IEEE Trans. Intell. Vehicles, 2023]
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mathematical
semantics

Hasuo (NI, Tokyo)

Use of Logic—Bottom Up or Top Down?

Bottom Up Top Down

logical
derivation
i leftover

X The ultimate claim’s validity is only conditional

Vv Scalable, best-effort
(Dig as deep as the budget runs)

Conventional use of logic

 Start from basic & unquestionable facts, and
build up unquestionable facts

X Basic facts are often not available
(e.g. models are rare for cyber-physical systems)

X The ultimate claim is far, far away
X Zero value in incomplete proofs

v Connects smoothly with statistical methods

v Handles black- & gray-box models
(Test or runtime-monitor leftover assumptions)

v Logical explainability and traceability.
“Logical safeguard”

Time to Reunite

Reunion

= ioi

Accou ntability of
eal-world ICT s' yt ms

i~

software

engineering

o7



